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VTHA , BEAMIEE Cisco Smart Install w2 SHiTiRIE ( CVE-2018-0
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Catalyst 3560 Series
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IE 3000

IE 3010
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IE 4000

IE 5000

SM-ES2 SKUs

SM-ES3 SKUs

NME-16ES-1G-P

SM-X-ES3 SKUs
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Cisco Smart Install FEmi2as<HiTiRIR , SMI IBC Server Process
HZFEZT Smart Install Client BISEI{CES, Smart Install Client £ TCP
(4786 )inA_EFERSS ( BMAFS )  FB3KS Smart Install Director R2H,
L IRSB AR —ERS RIS AR A S A ibd_init_discovery_msg Bt , B AKRER
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FHBTEERS ,smi_ibc_handle_ibd_init_discovery_msg EREENFIZEUE
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4 (EE=EIN
SeEEN
TEEERLEA
A BIREEESTTE 4786/TCP it , MR BNRRATREZEIR/N,
EEa0FE nmap A BiRgSEinO
nmap -p T:4786 192.168.1.254
mEEESEB ¢

{55/ Cisco IRIHAIAIRMBEFFHL Cisco Smart Install MY , EFFER

# pythonsmi_check.py -i 192.168.1.254

AEESEA . (BERILET)

o, BTLABE LA FapSHIAR SIS Smart Install Client Ihgg
switch>show vstack config

Role:Client (Smartlnstall enabled)

Vstack Director IP address: 0.0.0.0
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switch>show tcp brief all

TCB Local Address Foreign Address (state)

0344B794 *.4786 *.* LISTEN

0350A018 *.443 *.* LISTEN

03293634 *.443 *.* LISTEN

03292D9C *.80 *.* LISTEN

03292504*.80 *.* LISTEN

AEESLB: (FERIRT)

switch>show version

BEIEABIFEE atxt &, 7 E4EZ Cisco B9 Cisco IOS Software Che

cker TG,

Sl © https://tools.cisco.com/security/center/softwarechecker.x
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switch#conf t

switch(config)#no vstack

switch(config)#do wr

switch(config)#exit

G B in [ BEKE

switch>show tcp brief all

TCB Local Address Foreign Address (state)

0350A018 *.443 *.* LISTEN

03293634 *443 *.* LISTEN

03292D9C *.80 *.* LISTEN

03292504*.80 *.* LISTEN



