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UTHR  BEXRIRL CPU &I ER A Meltdown jfilEl( CVE-2017-5754)
#0 Spectre if@iA ( CVE-2017-5715 #1 CVE-2017-5753) . #ALIARKRE ,
TEAUSREAFLRNEZERES ERTEREFRER ERFAEME
FrRISRIPEERE | IERAFEIRMERIMEE. BrRlimEFIA POC BELAHmFAIRIE
AT, WEERBAEZIRVEE | TRea SEEURISAHE. SRTIEREIE. 1%
mREEEEAEEHigh),

IR TR4F/R (Intel ) x86-64 RYBEM , 7£ 1995 FLIFAFRI In
tel EEEFC R EPA]EER RN, AT AMD, Qualcomm, ARM 4MEEEHZE
0,

[EIRHE AR LIALMERR S F IR ST ( Windows, Linux, Mac OS, And

roid ) Iz EFEERIRRERIM.
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MAHTENAMIBES S B EER "HEUHIT" ( speculative execution )
M O3 (Indirect Branch Prediction ) AL ERIRRY
BAUFIA. (ERTFXFEFSAELN FEELRSRE  TiAET EfHIRTER
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1) Meltdown j@iRAYFIFRIA T BFEFMRMFRFZEREREES |, 7
TFREERENLEMREFRIRERRNNG SREEME IR ER RIS
=R ;

2 ) Spectre iBRAYFIRBIA T ARN AREFZBNZERE | RITFREE
EENTFTEEFERS ( error-free ) SEERENEURSE.,

KT AN , LA Windows FAF/96l |, B SEFER AR AR BRI
PowerShell fii7Zs BIgEGS ¥t Windows RAEREZmiRS/E, fl75Ea0T

1) ZEEHEMAY PowerShell #85R |, X3R#< : PS> Install-Module Spec
ulationControl ;

2) FERBMBREA , Wids< : PS> Get-SpeculationControlSettings E

5, FERRIFSETA True , XIFBRIRIFNISES)D False , I FEF7
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Bal , BERR BEeL kMmN T & , 40 Linux, Apple #0 Android , f3{
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Linux : http://appleinsider.com/articles/18/01/03/apple-has-already
-partially-implemented-fix-in-macos-for-kpti-intel-cpu-security-flaw

Android : https://source.android.com/security/bulletin/2018-01-01

Microsoft :https://portal.msrc.microsoft.com/en-US/security-guidan
ce/advisory/ADV180002

Amazon : https://aws.amazon.com/de/security/security-bulletins/A
WS-2018-013/

ARM : https://developer.arm.com/support/security-update

Google : https://googleprojectzero.blogspot.co.at/2018/01/reading-
privileged-memory-with-side.html

Intel : https://newsroom.intel.com/news/intel-responds-to-security-
research-findings/

Red Hat : https://access.redhat.com/security/vulnerabilities/specula
tiveexecution

Nvidia : https://forums.geforce.com/default/topic/1033210/nvidias-
response-to-speculative-side-channels-cve-2017-5753-cve-2017-5715-
and-cve-2017-5754/

Xen : https://xenbits.xen.org/xsa/advisory-254.html

POC :

https://spectreattack.com/
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